No. EDN- HE (21) B (15)3

Direclor:
Himacha
Telephone N

&)
.
8/2018-WIFS-Vol-I
ite of Higher Education
I Pradesh
imber: 0177-2653120. 2633575, 2653386, Extension: 234 Fax: 0177-2812882, 0177-2811247

E-mail: dhe-d

ml-hpeteov.in & genbrye redi[Tmail.com

Shimla-171001 the July, 2020

All the Pringipals Govt. Degree College/Private College,

hal Pradesh,

Deputy Directors ol Higher Education

hal Pradesh

Dated:
To
],
in Himac
2, All the
in Himag
Subject: Repardir

g: Selling up ol Cyber Coordination Centre in States/UTS collaboration

with India Cyber Crime Coordination Centre.

Please l'iind enclosed hercwith a photocopy of letter No- EDN-BGa (17)-2/2020

dated-19-03-2020 alongwith its

of Himachal Pradesh Shimla-2

In this

!

colleges,Deputy Directors o

Education will display the*]

prominent place/wall in each ¢p

stakefolders and general public]

ffiges, Govt./ Private/

enclosures received from the Principal Secretary, (Education) to the Govt,
on the subject citedabove, '
connection, it iy irected that all the Govt. Degree colleges/Private
schools and all offices under the Department of Higher
National Cyber Crime reporting portal” i.eavwweybercrime.gov.in a&:\\"

lle

ge/ school ele, alongwith toll free No.155260 for the information of all

KINDLY

Encls. As Above. Pages.
Endst, No. Even Duted:

Copy for information to:-
1, The Additional Chief' S
2. The Secretary, Educatic
3. he Director, Wonmen
No.EDN-B-Ga(17)-2/2

—@I@J’BF@’ Ineberge S
< Gred ‘Q_f/r,

+

S;.

16 JUL 2000

' TREAT IT MOST URGENT.

(Dr. Amarjeet Kumar Sharma)
Director of Higher Education
Himachal Pradesh Shimla-1

Shimla-171001 the Tuly, 2020
eeretary, (Home) to the Govt. of Himachal Pradesh Shimla-171002.

n to the Govt. ol Himachal Pradesh Shimla-171002

and Child Development, Himachal Pradesh Shimla 171001 w.r.t letter

020 date:-19-03-2020

] c&uwwp wﬂhmmywcl—b h%dﬁww ‘M\

Director of Higher Education
Himachal Pradesh Shimla-1




NU. EU
Directo

Himache
Telephone N

N-HE (21) 8B (15)38/2018-WIFS-Vol-1
rate of Higher Education
[ Pradesh '

niber: 0177-2653120. 2653575, 2633386, Extension: 234 Fax: 0177-2812882_0177-2811247

E-muail: dhe-

Dated:
To

The SCE

in Himag
Subject: Regardi

with Ind

Please

dated-19-03-2020 alongwith

Govt.ol Himachal Pradesh Sh

In this ¢
Crime for general and teacher

existing training modules Lo 1y

computing, Artificial intelli

tinl-hpuegovan & genbritrediftinail.con

Shimla-171001 the July, 2020

R Solan/GCTE Dharamshala,
hal Pradesh,

g Selting up of 'Cyber Coordination Centre in States/UTS collaboration
¥ A} AL 2 . H ol =%
ia Cyber Crime Coordjnation Centre.

nd enclosed herewith a photocopy of letter No-. EDN-BGa (17)-2/2020
its enclosures received from the Principal Secretary, (Education) to the
iimla-2 on the subject cited above.

'

mnection, you are hereby directed to incorporate the topics related to cyber
training to be conducted in near future and make necesé%try amendments in

clude the lopics like 1T, Act, 2000, copy right act, Antivirus, firewall, cloud

ggnce and cyber Crime etc. The action taken report in this regard may be

conveyed to this office ut the garlist pussible.

FINDIY TREAT T MOST URGENT.
/
Encls. As Above. Pages. /
(Dr. Amarjeet Kumar Sharma)
Director of Higher Education
Himachal Pradesh Shimla-!
Endst. No. Even Duled: | Shimla-171001 the July, 2020

Copy for information to:-
1.

2. The Secretary, Educat
3.

No.EDN-B-Ga(17)-
4, The State Project Dirc
38 the Principals DIE
6.

m\bﬁ&cﬂa@eﬂ

The Additional Chiel Secretary,

The Director, Women and Child Development, Himachal Pradesh
22020 da

Tlcuh, oM g heP - Lttt D iiestt u}a«'a

(Home) to the Govt. of Himachal Pradesh Shimla-171002.
ion to the Govt. of Himachal Pradesh Shimla-171002
Shimla 171001 w.r.t letter

CL) o
f’“"“ S

te:-19-03-2020.
cltor, SSA Humachal Pradesh [or similar action.
Ts in Himachal Pradesh for si mldl action.

The Fevnt, | oo

Director of Higher Education
Himachal Pradesh Shimla-1




No.EDN-HE (2
Directorate of H
Himachal Prade:

Telephone Numbe

| %
&
1I3(15)38/2018-WIFS-Vol-1
igher Education

sh

 0177-2653120, 2653573, 2653386, Extension: 234 Fax; 0177-2812882, 0177-2811247

E-mail: dhe-smi-hy

Dated:  Shimlxa

@@eov.in & genbr@rediflinail.com

-171001, the July, 2020

Oflice order
\
|
In Compliance t

.

0 setting up of Cyber Coordination centre in States/UTS collaboration with

India Cyber Crime coordination centre.letter No.EDN-BGa (17)-2/2020 dated 19-03-2020, Sh. Sanjay

Mehta Assistant Director of Higher Education Himachal Pradesh Shimla-1 is hereby nominated/deputed .

Nodal Officer for Cyber crime

Coordination Centre, Sh, Sunjt

1 fl\POk alter all correspondency

with India Cyber Crime Couoid

Endst. No. Even Daled:

b.)f\_)_*—‘

pa

Copy for information 1;

The Additional Chici™S
The Secretary, Educatic
The Director, Women
No.EDN-B-Ga(l 7)-2/2

m(ﬁ\@\ﬁn&m@( =0

\\
Ceordination Centre in States/UTS coolaboaration with India Cyber Crime |
y Mehta Assistant Director of Higher Education Himachal Pradesh Shimla-
ronated to Cyber Crime Coordination Centre in States/ UTS Collaboration
netion Centre and also will attend the meeting in this regard.
‘ (Dr. Amarjeet Kumar Sharma)
L Director of Higher Education
Himachal Pradesh Shimla-1
Shimla-171001 the luly, 2020
Lorctaey, (Home) to the Govt, of Himachal Pradesh Shimla-171002. %

n to the Govt, of Himachal Pradesh Shimla-171002

and Child Development, Himachal Pradesh Shimla 171001 w.rt letter
124 date:-19-03-2020,

B e e e

Director of Higher Education
Himachal Pradesh Shimla-1i




From:

Subject: -

Sir,

— Most Urgent

No.EDN-B-Ga(17)-2/2020

Govérnment of Himachal Pradesh
Department of Higher Education

The Principal Secretary (Edu.) to the
Go'\_ielj"nment of Himachal Pradesh

Fa

. The Director, Higher Education,
Himaghal Pradesh, Shimla-171001

Dated: Shimla-171002 f@/"_,g'; . 2020
Regarding setting up of {"yber Crime Coodination Centre in
States / UTS collaboration with India Cyber Crime
Coodination Centre. '

[ am directed to enclose herewith a photocopy of letter No.HomeA(B)15-

16/2018-loose dated | 03.02,2020 (alongwith its enclosures) received from the Joint

5 | ~ . " . .
Secretary (Home) (o the Government of Himachal Pradesh on the subject cited above and

to request you to expedite the matter and send the details comments to the quarter

concerned as well as to this department immediately.

Yours taithfully,

!...xj . e i
ot
Undery Secretary (Eduj to the

Government of Himachal Pradesh
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1.
-
AN
3,
4,

Slibjecs;

12 -

21T,

LBOL.Z020, I am

1730672

017-VIipP-D-

rom Spl. Secretary

cired abhove and

department within tf..

Endst Nt

Pradesh,

|
send vour

details oo

Shimila Hill

H

tq

4]
Most Urgent ]

No, Home A{B)}15-16/2018-loose
Government of Himachal Pradesh
Department of Home

The Add). Chief § euetary (Home) to the
hovemmenf of Himachal Pradesh Shimla-?

The Registrar Ga.neml
Hon'ble High Court of Himachal Pradesh,
Shimla-1 _
The Principal Secretary (IT) to the
Government of Himachal Prdesh, Shimla-2
The Principal Secretary (Education) to the
Government of Himachal Prdesh, ahzmla 2
The Director (Prosecution)
5SDA Complex Kasumpti, Shimla-9

! I3

Dated Shimla-2,  the ¢: §-¢2. 2020
Regar dmg setting up of Cyber Crime Coordipation Centre in
States/UTs collaboration with Indian Cyber Crime

Coordination Centre.,

In continuation to this department letter of even No. dated

directed to enclose herewith a copy of letter No. Secy/CM-

199205 dated 13.01.2020, (alongwith its enclosures) received
(Monitoring & Cord) to the Chief Minister, H.P., on the subject
request- you kindly to send your details comments to this
days positively.

Yours faithfully,

4 :"
By 0 Ir
s ; —

Iomt Secretar v (Home;) to the
GO\ ernment of Himachal Pradesh

5. As above Dared 20720

Copy forwarded to the Director, Forensic Services, Himachal
funga-171218, (along with above referred letter) with request to
pments to this department within two days positively,

Joint Secretary (Home) to the
Government of Himachal Pradesh
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/. Cniine reporting of a

- officers

Automated routing of|reported cybér7 crime to the concerned District/State/UT .

{lcybercrimes

&

7

and subsequent forwarding up to Police station level

Provision to transfer the reported cyber crime to Crime and Criminal Tracking

#

Networl & Systems (ECTN'3) once the matter is considered fit for FIR.

|
Monitoring of alt reg;ou“‘t

Separate and focusec
and children

Provision for Inter-Sta

ed ‘cyber crime by concerned State/UT.

repoiting and monitoring for cybercrime againsi women

, 1
+

te/Infra-State transfer of reported cyber crime prior to

FIR, in case of jurisdiction mismatch.

Tracking of status of reborted cyber crime till FIR by State/UT and

complainants

Oplion t‘or withdraw
r:'o‘rnlcngraphy/}-'»’\a;:e-Ga
Smart Search fzeility f
Option to State/UT

information fiom othe

Lption 1o reopen close

Complaint and suspect

reported complzints

MIS reports

a complaint before FIR, except in case of child
ng Rape .-r:éaterial :

3;" Law Enforcement Agefjcies

police  officers’ o seek cooperatioh- and additional

nolice stations, Zistrict nodal c%icers or sta‘e nodal

il cases by the concerned State/UT police officer

tagging to find out same suspect details across all the
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_ Complaint Dashboard (Othzr Crima)

18-12-2019 - s ] ]
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i  No. 22003/05/2019-C1S-1) \
fﬂ Government of India \\
/ Ministry of Home Affairs ‘
(CIS Division/CIS.III desk)
North Block, New Delhi
Date:l‘}}September, 2019
/ To

1. The Chief Secretaries of States
2, Adrniniaiﬁ ators of Union T'erritories
Subjecl: Setting up of Cyber Crime Coordination Cerire in States/UTs — collaboration
with fridian Cyber Crime Coordination Centre ' '
In order to deal with cyber crimes in a coordinated and comprehensive manner
5 across the couptry, MHA has rolled out 3 scheme ‘Indian Cyber Crime Coordination
4 Centre (4C). The vision of '4C is to establich-=n effective fram=work and ecosystem for |
prevention, delection, invasiigation and prosecution of cyber crime casze". The 14C \\
aims to realize this vision by working on following objectives: '
~ I.  Toactas a nodal point-to cuth cybercrimes.
li.  To.actas an early warning system for law enforcement agencies for detection
and prevention of cyber crimes.
i Suggast amendrments. required, in cvber laws o keep pace with fast
changing feshiningizs and Intern:tional cocperation.
iv.  To coprdinate aciivities related tc implementation of M tual Legal Assiz'ance
-~ Treatigs (MLAT) with other countries regarding cyber-crimes in consultation
with thie coneerned nodalauthority iy MHA. :
v, Capaelty building and public awareriass.
vi.  Ecosystem for cyber forensic for proiessional investigation
vii.  Ecosystem for curbing cyber crimes in synergistic manner

2. Under 14C| this ministry is ungertaking following activities:

rbercrime Threat Analytics Unit (TALY. National Cybkercrime TAU is
il

TR ]

y 1.
& platform for |aw enforcement personnzl, private sactor, academia and research
viganizatigns to work collaboratively to anzlyze all pleces of information relating
L eybercrimes. produce cybercrime threat reports and cybercrime trend analysis.
Thig wnit i$ now operational and already sharing cyber crime threat intelligence S

i \ . R 2 " o &
mparts defivad on tha basis of open source moritoring. An online p'ziform is
beine developea for sharing of such innuts with respec.ive statesfu 7s.
""" R e T e e e L N gy
At bl LS s Ll s i n i * e




s Mationaj| Cyber Crime Fﬂeporﬁng Portal; The  paw portal
Mﬁ@ﬂ-@@i@w has been Made operationg on 30-8-2019, which enables
feporting pf a Cyberciimes with Particular facys on cybercrimes against women

and children, 1 thiz re

Jard, severg advisories issed by this Ministry May please
hr rf—:fe'rrre':f. Till date, oﬂ__fgr_.?[}_CfQ comglain@mn f€Y0orted and | @_s'tﬁgﬁha
&Tates/uTs have starlec handling the feporled Commplainis, A taj] free nelpline
number 1585250 has also €8N made o erafional jn 3 ates/UTs. -

|

. Platforsn jor Jaint Cybercrime investination Team; |

Plativrmy fo: (i) Joint Cybercrime investigation (i Coordinated action against key
threzts ang targats (i) Joinf Identiﬂcaﬂon, pn'oritizaHon,‘preparatr'on to combat
Cvber threats apg (V) . Initiation of Multi-iurisdictional Investigations and
Cherations. | Nations Cyber Crime Reporﬁng Portal lags 27 the complajrn
// "eborted "o tha porg \?\fh‘fﬁﬁ“ﬁé‘v‘e?sa‘m‘é“—snéﬁé& ’?E?ént?eﬁs, to facilitate
/ ﬁ Concernad States/UTg for such Coltaboration -

t aims tp establish g

]

itlenal ¢ yiars

Nationa|
T Ister NC =/

Mg Forens:e L;g?::oratonj ;;"f;ar:ms.ysien'lz It aims to establish (i)
' : d Access fo NCFL from States /

it UTs (1) Bolsk Lot c:'ex-—-sefop a3 a centra io SUpport investigation Process
i and (ivy NGy AN 2ssociatad “FSls t6 pa well "
has bean Made CRerational op 1 6-2-2019 in New Delhj -

Gifer maore tools ang facilitiss 1 mvestigatmg officers {(10s).

developad for aking availabje these fagilitias fo 10s and 4 portal is being
fis pLrtose,

fca F%eposftory () Cloud Bage

IRV ST

Traihing Sentre: [t waulg fucus on standardization of
e'onment of hands-op REning medyjes for cyberrrme
tBclia Cortiuinmen' a4 teporting -EHNG simulate- Cyher ENVirn-nanfs.
Sveisiment pf MOOCs (Massive Open Griine Courses) ang establish Cyher
mihge. Naiona Crime Recorg Buresay will launch MOOC platform.

. ‘
Vil Cybsrerime .T’%r:.ms_gfﬁi&wa *b":%mmgfement_ Uniz: 1 aims o develop a National
Cybercrimea £ svsten inciuding shgagement of key stakeholdars working in the
araas of Zither AWarenee, Pron‘mierg (CAR) (ify Ina

PProoriate Contant
[ Phiide oo Froviders (i) Cybar
I volury zars {v) Indigenous Sarvice Providers (18Pg).

Josermnment, incustry and academia have neen jpiy
rote o byberdost Voilnieers has Besn drafiad

2l

¢ Thraat infa- “tion (BTY)

GONG it

Sl ahlustee] i the fusk of “onducting cyher e AWIBNESS week jn
VI Siates/UTs - |
VHL il

“oseapeh afgd i?".‘ﬂUVﬂﬁfQﬂ Certa: it would ez rmine the
5 Gf LEAs tn ate soiution in coliaboration
Sl ) BECYOT  or Enicjr—gov&mmema
S 12y and problem sEtements of oy

vitith

E e s Ly L0 v s
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4, EFach R4e can «

&,

Of any other ynij: ras
Coordination

anc

Rroposed as roles

i

The sStg tes/UUTs hg

enforcemeant

agencies are pej
development g

Hechnology solutions with

3. While States/
Jorderless and

the country 'to COnverdge on a comme
objective of anabling LEAs 1o counte
collaborative and effective
robustly, it is imperative tha
the State/UT lavel
Exchange of eyl
‘and other agengies will leq

JTs  have independent
COmplex nature of

t Regipnal cyb
is estabh’ahed,'

dio Synergy in o

cybercrime threat |
l4C infrastructyre
or taice inputs for
and other adencig

and inlelligence £C08)'3
any on-going investigat
tS can woric together
L Work Ccollabors tively to analyze cybar
ii. Formulate SYDRI crime thy
Pefriodic interadlions.

i Respong in‘reak-time to rapidty changing cyber
v, !ntem’genceumd soordinated action  againsi
‘ fargets. .

v, ractices on cmerging techne
Vi, arlict petentia) Viliarabilic

vit. ¢

=

..

iﬁmpiemen“taﬁaw approach for R4Cs

ve alreatly designated nog- offic

e
8l Crima complainis

’

designated by the States/U

Ceniie (R40)] These units may oo 1599 of (4C in th
may be eqtipped with frained

8 & funchions OF RdCs

g compiled which will

legal autharity, however,
gyh@{@dmgﬁ_@maorta

manner. In orde

system to improve jts current pr,

Hepbrted an Nationa) Cyber Crime

staff, equipmant ete,,

be taken up for

the he!p of industry and academia.

given the
NPorte ,n,t,_fpﬁr various LEAs in
MC has N

latform. been setup with the
I emerging cyber crime in

Er Crime coordination center (R4C) at _
= in tonvergence with [4C platform, The
"o cfime intelligence/hren d Wirt Gyberorimes balyos e

t fee wirtt ¢
ur efforts

bercrimes baiween d4c

Crimes.

crime patterns.
eat intelligence re

Ports/threat feads and organize

cririe threat. ;
Kay Cybercrime threats ang
Q0Zies &digital forensics, SR
©8, which can pe exploited* by

s at Stz levai for N gy of. ..
Reporting portaj. Same units”
Ts as their Regiona| Cyber Crime
eir Commnications
To start with, following is

- j

Levaréige Netional Cyber Crime Reporting sort
complaints angd brovide feedback 4 '

Fromoie infter-gtate coilgb
Take up Lyber ¢rime qw

areness initiatives for 3
from cyber crimes. :

af for prompt dizposal of repartied

t0 14C for Improvements as per needs.

mutli jurisdictional cybar crime

eople to help them get ps'o'ia,cied

N.




"V

.

Bhare modus operandi of cyber criminals and best practices for handling Cyber
oriine cases W 14C for gy India dissemination.

Coordinate for
capacity buildirig
a8 part of indugion & IN-serviz-
prosecutors and Juclicial offisers.

Fveraging the facility of Nationa
of their officers, including Certificzte baseq e-learning modules

Help Natigng Cylbar Crim'e‘ Training Centre in development of simulation based

COurseware gy its Conversion in Vernacular content for MOOC

platfarm.

Share cyber crimie threat intelligence and advisories with 4C in the template

Prescribed by (40

Promote usage o NCFL eco system facifity

territory.
Removal/k locking

2 unlawfy) conteht;
Capacity building,

tis requestaq to designate State/UT cyber nodal caly or
unit to function as ( yber Crime Coordin
Crime Caoordination

of the Indian Cyber
A% detailes ahovg, Suggesiiong
Coordinatisn centra

shared witf this Minstry so that

A line in confirmation

Copy:

I DG BPRaD)
2. Director (NCaR -
3. Home Ses::ratszry of State/UT
4. DGP of State/UT

, oF
a‘"ramem.forl\: are welgome. An early action c
N Your State/UT may please
Collaboration with

by investigating officers in their

any other appropriate
alion Centre for the State/UT ag a partner
Centre to discharge the role and function

Improving the |4C—m40 Collaborariop
N setting up of regional cyber cn’me_
be taken ang its relevant detailg

14C gets materjalized,

i$ requestaq please,

‘.\dg.\{ i\ﬂ___sm..na.._____‘

e ey

(Anuj Sharma)
Joint Secretary (CIS)
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